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Ethical Use of Data & Al Principles in The Bank of
East Asia, Limited ("BEA")

Data (including big data) and Artificial Intelligence (“Al") are powerful tools enabling organisations to
analyse and process data on an unprecedented scale. At BEA, we leverage data and Al to:

Deliver customer-centric services and experiences

* Manage and mitigate risks affecting our organisation and customers while complying with
regulatory standards

Identify new opportunities for developing more tailored products and services
* Enhance operational efficiency and boost productivity

While data and Al bring about innovation, they also present risks. It is therefore crucial that we apply
data and Al in an ethical and responsible way. To address this, we have established a set of guiding
principles.
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The Ethical Principles {8 {Z{EH R8I

1. Maintain a “Fit-for-
Purpose” Data and Al
Environment
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2. Mitigate Bias and
Promote Fairness
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Ensure that the use of data and Al aligns with BEA's ethical standards and core
values, and carefully assess the compatibility of technologies and systems with

these standards and values before adopting them.
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Maintain accountability and responsibility for the use of data and Al, verifying

that their use and outcome align with the intended objectives.
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Define the purpose for using data and Al, and consider the legitimacy and

other impacts on related technologies, systems, or solutions.
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Detect, assess, and monitor potential issues of bias and inequality arising from

the use of data and Al, from both technical and ethical perspectives.
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Implement necessary corrections to prevent scenarios that could lead to

stereotyping or discrimination.
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4. Uphold Adhere to BEA's governance frameworks, policies, and procedures in

Governance Through managing data and Al, while applying the same standards to third parties and

Cont.lnu'ous vendors.

Monitoring
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Continuously monitor the use of data and Al throughout the entire process,
from initial testing, development to product launch, and conduct regular
reviews on an ongoing basis.
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5. Grow Strong Data
and Al Community
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Empower our workforce, including authorised third parties and vendors, with
appropriate skills and capabilities, while understanding the limitations in

managing data and Al.
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Contribute to the development of best practices for data and Al usage through
active discussions, learning, exchanges, and participation in related forums or

events.
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Provide appropriate guidance and support to our customers, stakeholders, and

workforce on the effective and responsible use of data and Al.
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